
 

 

Virtualization & Cisco Nexus 1000V FAQ 

Purpose:  Familiarize yourself with the functionality of the Cisco Nexus 1000V and highlight the value of 
using NetQoS products in conjunction with the Nexus 1000V.   

Outline:  
I.  Background info on Cisco Nexus 1000V 
II. NetQoS support of the 1000V (Virtual Data Center Deployment Architecture, Span Guidance, etc.) 
III. Additional Information (Deployment Scenarios, Virtualization Projects, vSwitch , Differentiation, 

Packaging Formats)  
IV. Stakeholders/Challenges όbŜǘǿƻǊƪ 9ƴƎƛƴŜŜǊǎΣ {ŜǊǾŜǊ !ŘƳƛƴǎΣ /LhΩǎύ 

High-Level NetQoS Summary: 
 NetQoS hold a fundamental belief that end-to-end application response time is the best measure of 

application delivery and end user experience.   

 NetQoS is introducing a diverse set of technologies for performance monitoring in a virtualized 
environment.  The new offerings range from response time monitoring and traffic analysis inside a 
virtualized host to aggregated performance dashboard views that combine performance, topology 
and device health information in all parts of the data center.    

 One of the key things you can highlight is the fact that we take a holistic approach when it comes to 
performance management and we look at both the physical and virtual environment simultaneously, 
regardless of network path the traffic traverses (VM to client subnet, ESX to ESX, tier-to-tier, etc.). 

 Many vendors take only a capacity and utilization approach to virtualization management.  NetQoS 
adds the dimensions of end-to-end application response time, traffic analysis and device health. 

 NetQoS is able to monitor both physical and virtual environments with a single, highly integrated 
ǎƻƭǳǘƛƻƴ ǘƘŀǘ ŎŀǘŜǊǎ ǘƻ ǘƘŜ ƘŜǘŜǊƻƎŜƴŜƻǳǎ ŜƴǾƛǊƻƴƳŜƴǘǎ ǘƘŀǘ ŜȄƛǎǘ ƛƴ ǘƻŘŀȅΩǎ L¢ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ 

I. Background Information on the Cisco Nexus 1000V 

1) What are some of the unique things about the Nexus 1000V? 

 wŜǇƭŀŎŜǎ ±aǿŀǊŜΩǎ ±ƛǊǘǳŀƭ {ǿƛǘŎƘ functionality 

 Designed specifically for the server virtualization environment 

 Policy Based VM Connectivity ς Use port profiles to address the dynamic nature of server 
virtualization and define VM network ǇƻƭƛŎƛŜǎ ŦƻǊ ŘƛŦŦŜǊŜƴǘ ǘȅǇŜǎ ƻǊ ŎƭŀǎǎŜǎ ƻŦ ±aΩǎΦ 

 Mobility of Network and Security ς Defined policy move with the VM during VMotion.  
/ƻƳǇƭŜǘŜ ƴŜǘǿƻǊƪ ǎǘŀǘŜ ƛǎ ŀƭǎƻ ƳƛƎǊŀǘŜŘΦ  ¢ƘǳǎΣ ŀ ±aΩǎ bŜǘCƭƻǿ ƻǊ 9w{t!b ǎŜǎǎƛƻƴǎ ŎƻƴǘƛƴǳŜ 
despite VMotion. 

 Non-Disruptive Operational Model ς Network administrator uses Cisco CLI and SNMP to 
manage Nexus 1000V, just like other Cisco switches.  Virtualization administrators use VMware 
vCenter Server, just like before.  But now, virtualization administrators will no longer have to 
configure virtual switches or define port groups.  The network team can do it via the 1000v. 

 Allows mobility of network and security policies which are persistent through the virtual 
machine life cycle.   

 Integrates with vSphere to provide virtual machine-aware (like vMotion) network services and 
simplify administration 

Note:  vSphere reduces operating expenses and gives the flexibility to choose any OS, application and 
hardware through a single management interface.   



 Advanced switching features including  

 Dynamic LACP 

 Advanced port channel hashing based on Layer 2, 3, and 4 information 

 Virtual Channel Host Mode 

 Private VLAN 

 IGMP Snooping 

 Integrated loop prevention 

 QoS 

 Classification, marking, policing 

 SPAN & ERSPAN 
 

2) What is the Nexus 1000V Virtual Supervisor Module (VSM) and what are the primary functions? 

 Nexus 1000V VSM is the supervisor similar to that of other Cisco modular switches such as 
Catalyst 6500 or Nexus 7000.  Unlike the supervisor in a Nexus 7000, the Nexus 1000V VSM 
runs as a virtual appliance. 

 Configuration is performed through the VSM and automatically propagated to the VEMs from a 
single interface.   

 It uses NX-OS which has the Cisco CLI that network engineers are accustomed to 

 It manages the configuration of each ESX server by using the Virtual Ethernet Module (VEM).   

3) What is the Nexus 1000V Virtual Ethernet Module (VEM) and what are the primary functions? 

 ¢ƘŜ ±9a ǊŜǇƭŀŎŜǎ ±aǿŀǊŜΩǎ Ǿ{ǿƛǘŎƘ ƻƴ ŀƭƭ 9{· Ƙƻǎǘǎ ǘƘŀǘ ŀǊŜ ƳŀƴŀƎŜŘ ōȅ ǘƘŜ мллл± ±{aΦ   

 Provides each VM with a dedicated switch port.  Each VEM shows up as a separate line card 
within the 1000V configuration.  Each one represents a single ESX host.  

 9ƴŀōƭŜǎ ŀŘǾŀƴŎŜŘ ƴŜǘǿƻǊƪƛƴƎ ŎŀǇŀōƛƭƛǘƛŜǎ ό9w{t!bΣ bŜǘŦƭƻǿΣ vh{Σ ǇǊƛǾŀǘŜ ±[!bΩǎΣ tƻǊǘ 
/ƘŀƴƴŜƭǎΣ tƻǊǘ {ŜŎǳǊƛǘȅΣ ŀƴŘ !/[Ωǎύ ƻƴ ǘƘŜ ƘȅǇervisor. 

 The setup of the VEM is analogous to a line card running on a Catalyst 6500 switch.  Each VEM 
shows up in the running configuration of the VSM as a separate line card (so to speak).        

4) What does the network architecture of the Nexus 1000V look like? 
 



 
5) What are the key value propositions of the 1000V? 

 Share the virtualized data center workload between network and virtualization administration 
teams. 

 Optimize the bandwidth to servers with greater network availability 

 Virtualize more workloads because 
a. Operational models are consistent with that of physical servers 
b. Regulatory compliance is easier due to the consistent operational model 
c. DMZ and bandwidth intensive workloads can now be virtualized 

 Nexus 1000V enables wider adoption of virtualization because it is VMotion compatible, so 
policies (including ACLs) move with the VM 

 Nexus 1000V enables deeper adoption of virtualization 

 /ǳǎǘƻƳŜǊǎ ǿƘƻ ǿŜǊŜƴΩǘ ǳǎƛƴƎ ǘǊǳƴƪǎ Ŏŀƴ ƴƻǿ ǳǎŜ ǘƘŜƳ ŀƴŘ ƪƴƻǿ ǘƘŜȅ ƘŀǾŜ ŀ /ƛǎŎo access 
switch (virtualized) at the end 

 VLANs can be controlled by the network admin and do not need synchronization with the 
server administrator.  

 
6) Where can I find additional reference material on the 1000V? 

\ \nqfs\public\BusinessDevelopment\Cisco\Nexus 1000V Beta\Reference Material 

(Contains Nexus terminology, installation guide, test plan, vSwitch vs 1000v comparison, 1000V Data Sheet) 

 

II.  NetQoS Support on the 1000V 
 

7) Can ReporterAnalyzer (RA) report on Netflow from the 1000V? 

Yes.  The Nexus 1000V is configured in a manner very similar to a Catalyst 6500.  Netflow 
statements are put in the configuration and a destination IP address of the RA box is specified.  RA 



ǿƛƭƭ ǇǊƻǾƛŘŜ ǘǊŀŦŦƛŎ ŀƴŀƭȅǎƛǎ ǊŜǇƻǊǘƛƴƎ ƻƴ ŜŀŎƘ ƻŦ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭ ±aΩǎ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ ǳǇƭƛƴƪ ǇƻǊǘΦ 
NetFlow information is provided on a port by port basis.  Our RA Appliance can be deployed as a 
virtual machine or physical appliance.  The only requirement is having network connectivity 
between the 1000V and RA.    
 

8) Are SPAN and ERSPAN supported on the 1000V?  

Yes.  Both have their benefits and limitations.   

SPAN 

 The source port can be an Ethernet port, virtual Ethernet port or a VLAN interface.  A standard 
SPAN session will only SPAN source and destination on the same physical (ESX) host. 

 The destination port can be any physical or virtual Ethernet port.  It cannot be a port channel.  

 All destinations for a SPAN session will need to be on the same host.  As an example, you 
cannot have one SPAN session with a VLAN as a source (on one host) and two destinations that 
are on different physical hosts.   

 There is a limit of 16 SPAN sessions on the 1000V, but no more than 4 can have the same 
source (such as a VLAN).   See the example below. 

monitor session 1 
  source vlan 152 both 
  destination interface Vethernet6 
  no shut 

monitor session 2 
  source vlan 152 both  
  destination interface Vethernet9 
  no shut 

 
Note:  Both monitor sessions above reference VLAN 152 as a source.  Only 2 more monitor 
sessions can be configured using a source of VLAN 152 are allowed.   

ERSPAN 

 With ERSPAN, the source SPAN interface and destination SPAN interface are on different 
devices interconnected by an IP network 

 Can be used to monitor traffic remotely. 

 SPAN traffic is GRE encapsulated 

 ERSPAN sources can be ports or VLANs 

 Filters can be applied to the source traffic.  

 The ERSPAN destination has to be on a physical Cisco switch that supports use as an ERSPAN 
destination, such as a Catalyst 6500 series switch. 

 Care should be taken to monitor trunk / uplink port usage to make sure that they are not being 
overrun by the ERSPAN traffic. It is recommended that the destination ERSPAN device be as 
physically close to the monitored device(s) as possible. 

 Prerequisites ς Catalyst 6500 with Supervisor 720 with PFC3B or PFC3BXL running Cisco IOS 
Software Release 12.2(18)SXE or later.  Supervisor 720 with PFC3A that has hardware version 
3.2 or later and running Cisco IOS Software Release 12.2(18)SXE or later 
 

9) What is the ideal environment for SPAN to be used? 



A span should be used when bandwidth on the uplink port is an issue and a master console is 

located in the same cluster (grouping of hosts) to retrieve statistics from each of the virtual 

collectors.   

 
10) What is the ideal environment for ERSPAN to be used? 

 Typically, you would want to use a directly connected switch (like a Catalyst 6500) that is 
located in the same datacenter as the ESX host that is the source of the ERSPAN.   

 LŦ ǘƘŜ άǳǇƭƛƴƪέ ǇƻǊǘ ƻŦ ŜŀŎƘ 9{· Ƙƻǎǘ Ŏŀƴ ƘŀƴŘƭŜ ǘƘŜ ŀŘŘƛǘƛƻƴŀƭ Lκh ƭƻŀŘ ƻŦ ǘǊŀƴǎƳƛǘǘƛƴƎ ǇŀŎƪŜǘǎΣ 
the other consideration is the destination ERSPAN device.  If multiple hosts are sending ERSPAN 
data to the destination device, the customer should consider using the Multi-Port Collector 
with 10G support to accommodate for the cumulative data throughput.   

 There is no limitation with only seeing traffic belonging to the local host.   
 

11) Is there a diagram that helps to explain the deployment architecture for SuperAgent (SA) 
monitoring both physical and virtual environments? 
 

 

 

12) Regarding SPAN vs ERSPAN, what recommendation should I make to my customers? 



The reason that SPAN will be used in most scenarios is due to the fact that the only thing being 
ǘǊŀƴǎƳƛǘǘŜŘ ƻƴ ǘƘŜ άǳǇƭƛƴƪέ όǇƘȅǎƛŎŀƭ ǇƻǊǘ ƭŜŀǾƛƴƎ ǘƘŜ 9{· Iƻǎǘύ ǇƻǊǘǎ ŀǊŜ ŘŀǘŀōŀǎŜ ǊŜŎƻǊŘǎΦ  ¢ƘŜ 
impact to the overall network is minimal.  With ERSPAN, you are not just exporting the database 
records, but the entire packet and all of this traffic is encapsulated in a GRE tunnel.  At the 
destination device, assuming more than one ESX host is sending traffic to the ERSPAN destination, 
you also have to deal with the aggregrate throughput of the packet capturing device (like the 
Multiport Collector) that sits off the ERSPAN destination.   It is strongly recommended that the 
Multiport Collector be considered if ERSPAN is the chosen method.   

13) Is there NBAR support for the 1000V? 

Currently, there is no NBAR support.  Cisco has requested that we inform them of any customer 
deployment scenarios where NBAR could be used.  

14) Is CBQoS supported on the 1000V?   

Yes, CBQoS is supported.  
 

 

 
 

III. Additional Information (Deployment Scenarios, Virtualization Projects, vSwitch , 
packaging formats) 

15) What are the deployment scenarios we should consider? 
 

 Monitoring front end (server-client) communications can be done using a typical network span 
using any physical collector (SA Collector, MTP, GigaStor).  This applies to servers running 
applications inside of an ESX host.  If visibility in back end (tier to tier) communication is not 
needed, using physical collectors is the preferred deployment method.   

 

 When multiple tiers of an App do exist on one ESX host and do need to be monitored (tier to 
tier), then using the Virtual Collector is the preference.  Many of you are already aware of this, 
but just to be sure, our Virtual Collector is able to monitor front end communications as well.   

 

 There is not enough information available on the NI Virtual Tap for us to recommend or 
discourage its use.  This is an option for seeing the VM to VM communication inside of an 
ESX host, but one of the factors in using this method is overall impact to the network.  Full 
Packet Capture (header and payload) is sent out of the ESX host to a physical collector (like 
MTP, GigaStor, SA collector).    

 
16) In a nutshell, what are the 3 NetQoS virtualization initiatives? 

 
Response Time Virtual Collector 

 Runs as a virtual machine in the ESX host 

 Customer provides the Windows Operating System and NetQoS provides the installer 
executable and the instructions.   

 Software licensing (HASP-less) is being introduced 

 Supports Span (Port Mirroring) and ERSPAN (remote port mirroring across layer 3 
ōƻǳƴŘŀǊƛŜǎύ Ǿƛŀ ǘƘŜ мллл± ŀƴŘ Ǿ{ǿƛǘŎƘ άǇǊƻƳƛǎŎǳƻǳǎ ƳƻŘŜέ ƛƴ ƻǊŘŜǊ ǘƻ ƳƻƴƛǘƻǊ ±a-to-VM 
communication inside the ESX host.   

 



Virtual Center API / NPC Integration  

 Similar to NV, VMware uses their Virtual Center API to retrieve device health information 
via WMI (web-based services) 

 wŜǇƻǊǘǎ ƻƴ ǘƘƛƴƎǎ ƭƛƪŜ ǘƘŜ ƴǳƳōŜǊ ƻŦ ±aΩǎ ǊǳƴƴƛƴƎ ƻƴ ŀƴ 9{· IƻǎǘΣ  /t¦ ǳǘƛƭƛȊŀǘƛƻƴΣ Řƛǎƪ 
usage, and memory utilization  

 Value proposition is having these VMware context specific views (down to the VM level) 
correlated alongside normal SA views found in the NPC (for the same VM/Server) 
 

 
 

Netflow Support on the 1000V 

 The Nexus 1000V is set up to deliver netflow data to a remote destination IP address (RA 
appliance) 

 Traffic analysis reporting on each of the individual virtual interfaces (ie. vethernet1) as well 
as the uplink port (vmnic0) 

 RA appliance can be deployed as a virtual machine or physical appliance 
 



 
  

17) When will these be available for our customers to use?  

Availability of Response Time Virtual Collector, Virtual Center API / NPC Integration, and Netflow 
support on the 1000V are all expected to be available during Q3 2009.   

18) How does a customer leverage their existing infrastructure in a virtual environment and how 
does NetQoS differentiate? 

If you look at the virtual data center diagram, you will note that both a Virtual Collector and a 
standard collector can report to a management (master) console.  Our differentiator is that we can 
ƳƻƴƛǘƻǊ ōƻǘƘ άƛƴǎƛŘŜ ǘƘŜ ōƻȄέ ό±a ǘƻ ±a ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƛƴǎƛŘŜ ƻŦ ŀƴ 9{· Iƻǎǘύ ŀƴŘ άƻǳǘǎƛŘŜ ǘƘŜ 
ōƻȄέΦ   aŀƴȅ ǾŜƴŘƻǊǎ ǘŀƪŜ ŀ ǊŜǎƻǳǊŎŜ ōŀǎŜŘ ŀǇǇǊƻŀŎƘ ǘƻ άǇŜǊŦƻǊƳŀƴŎŜ ƳŀƴŀƎŜƳŜƴǘέΦ  !ǘ ǘƘŜ ŜƴŘ 
of the day, application response time is the most important metric to measure.  When users call 
ŀƴŘ ŎƻƳǇƭŀƛƴΣ ǘƘŜȅ ŀǊŜ ƴƻǘ ǘŀƭƪƛƴƎ ŀōƻǳǘ ά/t¦ ¦ǘƛƭƛȊŀǘƛƻƴ ƻǊ aŜƳƻǊȅ ¦ǎŀƎŜέΦ  LƴǎǘŜŀŘΣ ǿŜ ƘŜŀǊ 
άǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƛǎ ǘŀƪƛƴƎ ŦƻǊŜǾŜǊ ǘƻ ƭƻŀŘέΦ    

19) What are the differences between the various VMware vSwitches and the Cisco Nexus 1000V? 
 

  

FFeeaattuurree  
VVMMwwaarree  EESSXX  33..55  

SSttaannddaarrdd  vvSSwwiittcchh  
VVMMwwaarree  vvNNeettwwoorrkk  

SSttaannddaarrdd  SSwwiittcchh  
VVMMwwaarree  vvNNeettwwoorrkk  

DDiisstt rriibbuutteedd  SSwwiittcchh  
CCiissccoo  NNeexxuuss  

11000000VV  
Switching  

Layer 2 Forwarding Y Y Y Y 

802.1Q VLAN Tagging Y Y Y Y 

Multicast Support Y Y Y Y 

V Motion Support Y Y Y Y 

Physical Switch Connectivity 

EtherChannel Y Y Y Y 

Virtual Port Channels    Y 

Link Agg Control Protocol    Y 
Load-Balancing 
Algorithms 

   Y 

Virtual Port ID Y Y Y Y 

Source MAC Y Y Y Y 

Source and Destination IP Y Y Y Y 

Source and Destination 
MAC 

   Y 

Source and Destination 
Port IP 

   Y 



Traffic Management Features 

Transmit-Rate Limiting Y Y Y Y 

Receive-Rate Limiting   Y Y 

QoS Marking 

DSCP    Y 

TOS    Y 

COS    Y 

Security Features 

Port Security  Y Y Y Y 

VMware VMsafe 
Compatible 

Y Y Y Y 

Private VLANs   Y Y 

ACLs    Y 

DHCP    Y 

Management Features 

vCenter Support Y Y Y Y 

3
rd
 tŀǊǘȅ !tLΩǎ Y Y Y Y 

Network Policy Groups Y Y Y Y 

VMware port monitoring 
(promiscuous) 

Y Y Y  

SPAN    Y 

ERSPAN    Y 

Netflow v9    Y 

SNMP v3 read and write    Y 

Syslog Y Y Y Y 

Packet Capture and 
Analysis 

   Y 

RADIUS and TACACS+    Y 

Configuration and Mgmt 
console and interface 

VI Client VI Client VI Client to VMware 
vCenter Server 

VMware 
vCenter and 

Cisco CLI 

 

20) ²ƛǘƘ ǊŜƎŀǊŘ ǘƻ {!Σ ǿƘŀǘ ǎǳǇǇƻǊǘ ƛǎ ŀǾŀƛƭŀōƭŜ ƻƴ ±aǿŀǊŜΩǎ Ǿ{ǿƛǘŎƘ to see VM to VM 
communication? 

CƻǊ ǘƘŜ ±aΩǎ ǘƘŀǘ ǿƛǎƘ ǘƻ ōŜ ƳƻƴƛǘƻǊŜŘΣ ȅƻǳ Ƴǳǎǘ άŜƴŀōƭŜέ ǇǊƻƳƛǎŎǳƻǳǎ ƳƻŘŜ ƻƴ ǘƘŜ Ǿ{ǿƛǘŎƘ ŀƴŘ 
have the appropriate port groups enabled.  Those port groups will see all the traffic on the vSwitch 
(this implies that the span port on the virtual collector must have virtual NICs that are in the correct 
port groups).   In addition, if you wish to see traffic leaving and coming into the ESX host (client-
server communication), the vSwitch must be mapped to a physical adapter (vmnic0, etc.).   



 

  

21) What is /ƛǎŎƻΩǎ Virtual Network Link (ie. VN Link)? 

 Refers to a literal link between a VM VNIC (physical ESX port) & a Cisco VN-Link Switch 

 Mobility of network and security properties (follow the VM) 

 Policy-based configuration of VM interfaces (Port Profiles) 

 VM-Level Network Granularity 
 

22) What packaging formats are currently being used in the industry and which ones does NetQoS 
support?  How does VMDK compare to OVF? 

The most common ones you will hear about are VMDK (VMware proprietary), OVF (open standard 
that can be used in any hypervisor), and VHD (Microsoft proprietary).  Right now, NetQoS supports  
VMDK only.  OVF will be supported in the future when NetQoS moves to a Linux based operating 
system for our virtual collector.   

VMDK is a file format that only encodes a single virtual disk from a virtual machine. A VMDK does 
not contain information about the virtual hardware of a machine, such as the CPU, memory, disk, 
and network information. A virtual machine may include multiple virtual disks or VMDKs. An 
administrator who wishes to deploy a virtual disk must then configure all of this information, often 
manually, using incomplete documentation. 

The OVF format, on the other hand, provides a complete specification of the virtual machine. This 
includes the full list of required virtual disks plus the required virtual hardware configuration, 
including CPU, memory, networking, and storage. An administrator can quickly provision this virtual 
machine into virtual infrastructure with little or no manual intervention. In addition, the OVF is a 
standards-based, portable format that allows the user to package and distribute virtual machine in 
any hypervisor that supports OVF.   

 
 
 
 


