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Performance First

Virtualization & CiscoNexus 1000WFAQ

Purpose: Familiarize yourself with the functionality of the Cisco Nexus 1000V and highlight the value of
using NetQoS products in conjunction with the Nexus 1000V.

Outline:

V.

Background info orCisco Nexu4000V

NetQoS support of the 1000V (Virtual Data Centerdi®yment Architecture, Span Guidance, etc.)
Additional Information Deployment Scenarios/irtualization Projects, vSwitch , Differentiation,
Packaging Formats)
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High-Level NetQoSSummary

NetQoS hold a fundamental belief that etwtend application response time is the best measure of
application delivery and end user experience.

NetQoS is introducing a diverse set of technologies for performance monitoring in a virtualized
environment. The new offeringsangefrom response time monitoring and traffic analysis inside a
virtualized host to aggregated performance dashboard views that combine performance, topology
and device health informatioim all parts of the data center

One of the key things you can highlight is the fact that we take a holistic approach when it comes to
performance management and we look at both the physical and virtual environment simultaneously,
regardless of network path the traffic traverses (VM to client subnet, ESX to ESX, tier-to-tier, etc.).

Many vendors take only a capacity and utilization approach to virtualization management. NetQoS
adds the dimensions of erd-end application response time, traffic analysis and device health.
NetQoS is able to monitor o physical and virtual environments with a single, highly integrated
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1)

Background Informatioron the Cisco Nexu4 000V

What are some of the unique things abotie Nexus 1000V?

e wSLJ I OSa +ag!l NBbmtéonalih NI dz- € { 6 A 4§ OK
e Designed specifically for the server virtualization environment
e Policy Based VM ConnectivgyJse port profiles to address the dynamic nature of server

virtualization and define VM networkJ2 f A OA Sa TFT2NJ RATFSNByYy (G GeéeLiSa :

e Mobility of Network and Security Defined policy move with the VM during VMotion.
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despite VMotion.
¢ NonDisruptiveOperational Modet; Network administrator uses Cisco CLI and SNMP to
manage Nexus 1000V, just like other Cisco switches. Virtualization administrsgoyMware
vCenter Server, just like befor&ut now,virtualization administrators will no longer hat@
configure virtual switches or define port groupBhe network team can do it via the 1000v.
e Allows mobility of network and security policies which are persistent through the virtual
machine life cycle.
e Integrates with vSphere to provide virtual maok-aware (like vMotion) network services and
simplify administration
Note: vSphere reduces operating expensesgimdsthe flexibility to choose any OS, application and
hardware through a single management interface.



Advanced switching features incind
e Dynamic LACP
e Advanced port channel hashing based on Layer 2, 3, and 4 information
e Virtual Channel Host Mode
e Private VLAN
e |IGMP Snooping
e Integrated loop prevention
e QoS
e Classificationmarking policing
e SPAN ERSPAN

2) What is theNexus 1000Wirtual Supervisor Module (VSM) and what are the primary functions?

Nexus 1000V VSM is the supervisor similar to that of other Cisco modular switches such as
Catalyst 6500 or Nexus 7000. Unlike the supervisor in a Nexus 7000, the Nexus 1000V VSM
runs as a virtuahppliance.

Configuration is performed through the VSM and automatically propagated to the VEMs from a
single interface.

It usesNXOS which has the Cisco CLI thettwork engineers are accustomed to

It managesthe configuration of each ESX server byigghe Virtual Ethernet Modul&/EM)

3) What is theNexus 1000Wirtual Ethernet Module (VEM) and what are the primary functions?
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Provides each VM with a dedicated sshitport. Each VEM shows up as a separate line card

within the 1000V configuration. Each one represents a single ESX host.
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The setup of the VEM is analogous to a line card running on a Catalyst 6500 switch. Each VEM
shows up in the running configuration of the VSM as a separate line card (so to speak).

4) What does the network architecture of the Nexus 1000V lolike?



Virtual Supervisor Module (VSM)
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5)

6)

7)

What are thekeyvalue propositions of the 1000V?

Share the virtualized data center workload between network and virtualization administration
teams.
Optimize the bandwidth to servers with greater network availability
Virtualize more workloadsecause

a. Operational models are consistent with that of physical servers

b. Regulatory compliance is easier due to the consistent operational model

c. DMZ and bandwidth intensive workloads can now be virtualized
Nexus 1000V enables wider adoption of virtualizatiecause it i%Motion compatible, so
policies (including ACLsjove with the VM
Nexus 1000V enables deeper adoption of virtualization
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switch (virtualized) athe end
VIANSs can be controlled by the network admin and do not need synchronization with the
server administrator.

Where can | find additional reference material on the 1000V?

\\ngfs\publid BusinessDevelopmeyiscdNexus 1000V BetReference Material
(Contains Mxus terminology, installation guide, test plan, vSwitch vs 1000v comparison, 1000V Data Sheet)

NetQoS Support on the 1000V

Can RporterAnalyzer (RA)eport on Netflow from the 1000V?

Yes. The Nexu®00Vis configured in a manner very similar to a&gst 6500. Netflow

statements are put in the configuration and a destination IP address of the RA box is specified. RA

dza
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NetFlow infomation is provided om port by port basis.OurRA Appliancean be deployed as a

virtual machine or physical applianc@he only requirement is having network connectivity

between the 1000V and RA.

8) AreSPAN and ERSPANpported on the 1000V?

Yes. Both have thelrenefits and limitations

SPAN

e The source port can bend&thernet port, virtual Ethernet port or a VLAN interface. A standard
SPAN session will only SPAN source and destination on the same physical (ESX) host.

e The destination port can be any physicalatual Ethernet port. It cannot be a port channel.

e All destinations for a SPAN session will need to be on the same host. As an example, you
cannot have one SPAN session with a VLAN as a source (on one host) and two destinations that
are on differentphysical hosts.

e Thereis alimit of 16 SPAN sessions on the 1000V, but no more than 4 can have the same
source (such as a VLAN). See the example below.

monitor session 1
source vlan 152 both
destination interface Vethernet6
no shut

monitor sessia 2
source vlan 152 both
destination interface Vethernet9
no shut

Note: Both monitor sessions above reference VLAN 152 as a source. Only 2 more monitor
sessions can be configured using a source of VLAN 152 are allowed.

ERSPAN

e With ERSPAN, tls®urce SPAN interface and destination SPAN interface are on different
devices interconnected by an IP network

e Can be used to monitor traffic remotely.

e SPAN traffic is GRE encapsulated

e ERSPAN sources can be ports or VLANs

e Filters can be applied to the soertraffic.

e The ERSPAN destination has to be on a physical Cisco switch that supports use as an ERSPAN
destination, such as a Catalyst 6500 series switch.

e Care should be taken to monitor trunk / uplink port usage to make sure that they are not being
overrun by the ERSPAN traffic. It is recommended that the destination ERSPAN device be as
physically close to the monitored device(s) as possible.

e Prerequisiteg; Catalyst 6500 witlsupervisor 720 with PFC3B or PFC3BXL running Cisco 10S
Software Release 12.2(BBXE or laterSupervisor 720 with PFC3A that has hardware version
3.2 or later and running Cisco IOS Software Release 12.2(18)SXE or later

9) What is the ideal environment for SPAN to be used?



A span should be usedhen bandwidth on the uplink port is arsise and a master console is
located in the same cluster (grouping of hosts) to retrieve statistics from each of the virtual
collectors.

10) What is the ideal environment for ERSPAN to be used?

e Typically, you would want to use a directly connected swit&le @i Catalyst 6500) that is
located in the same datacenter as the ESX host that is the source of the ERSPAN.
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the other consideration is the destination ERSPdevice. If multiple hosts are sending ERSPAN
data to the destination device, the customer should consider using the fAalti Collector
with 10G support to accommodate for the cumulative data throughput.
e There is no limitation with only seeing trafbbelonging to the local host.

11) Is therea diagramthat helps to explain thedeploymentarchitecturefor SuperAgen{SA)
monitoring both physical and virtual environmen®s
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12) Regarding SPAN vs ERSPAN, what recommendation should | make to my customers?



The reason that SPAN will be used in most scenarios is due to the fact that the only thing being
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impact to the overall network is minimal. With ERSPAN, yewat just exporting the database

records, but the entire packet and all of this traffic is encapsulated in a GRE tuiriee

destination device, assuming more than one ESX host is sending traffic to the ERSPAN destination,

you also have to deal witthe aggregrate throughput of the packet capturing device (like the

Multiport Collector) that sits off the ERSPAN destination. It is strongly recommended that the

Multiport Collector be considered if ERSPAN is the chosen method.

13) Is there NBAR support fahe 1000V?

Currently, there is no NBAR support. Ciscorbgaestedthat we inform them of any customer
deployment scenarios where NBAR could be used.

14) Is CB@S supported on the 1000V?
YesCBQ@S is supported.

. Additional Information Deployment Scenario/irtualization Projects, vSwitch ,
packaging formats)

15) What are thedeployment scenarios we should consider?

e Monitoring front end (server-client) communications can be done using a typical network span
using any physical collector (SA Collector, MTP, GigaStor). This applies to servers running
applications inside of an ESX host. If visibility in back end (tier to tier) communication is not
needed, using physical collectors is the preferred deployment method.

e When multiple tiers of an App do exist on one ESX host and do need to be monitored (tier to
tier), then using the Virtual Collector is the preference. Many of you are already aware of this,
but just to be sure, our Virtual Collector is able to monitor front end communications as well.

e There is not enough information available on the NI Virtual Tap for us to recommend or
discourage its use. This is an option for seeing the VM to VM communication inside of an
ESX host, but one of the factors in using this method is overall impact to the network. Full
Packet Capture (header and payload) is sent out of the ESX host to a physical collector (like
MTP, GigaStor, SA collector).

16) In a nutshell, what are the 3 NetQoS virtualization initiatives

Response Time Virtual Collector

¢ Runs as a viral machine in the ESX host

e Customer provides the Windows Operating System and NetQoS provides the installer
executable and the instructions.

e Software licensing (HAS€%s) is being introduced

e Supports Span (Port Mirroring) and ERSPAN (remote port migradross layer 3
02dzy RF NASa0 @Al GKS mnnnz YR @Of{ 6A GO & LINR Y.
communication inside the ESX host.



Virtual Center API / NPC Integration

e Similar to NV, VMware uses their Virtual Center API to retrieve dbei@éh information

via WMI (webbased services)

e wSLI2NI A
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usage, and memory utilization

e Value propositions having thes&Mware context specificiews(down to the VM level)
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correlatedalongside normal SA views found in the NfCthe same VM/Server)

Net®oS. + NetQoS Performance Center
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Netflow Support on the 1000V

+aQa

The Nexus 1000V is set up to deliver netflow data to a remote destination IP address (RA

appliance)

Traffic analysis reporting on each of timelividual virtual interfaces (ie. vethernetl) as well

as the uplink port (vmnic0)

RA appliance can be deployed as a virtual machine or physical appliance

NJ



Interface Index

Router Interface

| Search | Clear Filter Max per Page: | 20 |
* n1000v (10.8.2.223) 11 Interfaces
Fiter By: ® a1 O active O nactive Max per Page: | 10 |¥

Interface & Description Type In Speed Out Speed Active Last Updated (GMT)
AggriBC/MC) Aggregate Broadcast/Multicazt Traffic VAN Unknown Unknown =] 11 Jun 2009 15:15
n1000v - Ethernet3d2 Ethernetd/2 LAN-ET 100.00 Mbp= 100.00 Mbps £ 11 Jun 2009 15:15
n1000v - Ethernetdi2 Ethernetd/2 LAN-ET 100.00 Mbps 100.00 Mbps £ 11 Jun 2008 1515
n1000v - mgrmtd migrntl LAN-ET 1.00 Gbpz 1.00 Gbpz No 9 Jun 2009 16:45
n1000v - Vethernet1 ‘ethernetl LAN-ET Unknown Unknown £s 11 Jun 2009 15:15

17) When will these be available for our customers to use?

Availability of Response Time Virtual Collector, Virtual Center APl / NPC Integration, and Netflow
support on the 1000¥re all expected to be available during 29.

18) How does a customer leverage their existing infrastructure in a virtual environmend &ow
doesNetQoS differentiat®

If you look at the virtual data center diagram, you will note that both a Virtual Collector and a
standard collector can report to a management (master) consOler.differentiator is that we can
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of the day, application response time is the most important metric to measure. When users call
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19) What are the differences between the various VMware vSwitches and the Cisco Nexus 1000V?

Switching

Layer 2 Forwarding

802.1Q VLAN Tagging

Multicast Support

<|=<|=<|=<
<|=<|=<|=<
<[=<|=<|=<
<|=<|=<|=<

V Motion Support

Physical Switch Connectivity

EtherChannel

<
<
<

Virtual Port Channels

Link Agg Control Protoco

<|=<|=<|=<

LoadBalancing
Algorithms

Virtual Port ID

Source MAC

<|=<|=<
<|=<|=<
<|<|<

Source and Destination If

<|<|=<|=<

Source and Destination
MAC

<

Source and Destination
PortIP




Traffic Management Features

TransmitRate Limiting Y Y Y Y

ReceiveRate Limiting Y Y

QoS Marking

DSCP

Y
TOS Y
CoS Y

Security Features

Port Security Y Y Y Y

VMware VMsafe Y Y Y Y
Compatible

Private VLANs Y

ACLs

<|<|=

DHCP

Management Features

vCenter Support

Tt FNIE 'tLQ

<|<|=<

Network Policy Groups

<|<|=<|=<
<|=<|=<|=<
<|=<|=<|=<

VMware port monitoring
(promiscuous)

SPAN

ERSPAN

Netflow v9

SNMP v3 read and write

Syslog Y Y Y

<|=<|=<|=<|=<|<

Packet Capturand
Analysis

RADIUS and TACACS+ Y

Configuration and Mgmt VI Client VI Client VI Client to VMware VMware
console and interface vCenter Server vCenter and
Cisco CLI
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communicatiorf?
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have the appropriate port groups enabled. Those port groups will see aliafiie on the vSwitch

(this implies that the span port ahe virtual collector must have virtual NICs that are in the correct

port groups). In addition, if you wish to see traffic leaviagd coming intdhe ESX host (client

server communication), the vSwitch must im@ppedto a physical adapter (vmnicO, etc.)



21)Whatis/ A & @igu@l &letwork Link (ie. VN Link)?

e Refers to a literal link between a VM VNIC (physical ESX port) & a Cikotk\Bwitch
e Mobility of network and security properties (follow the VM)

e Policybased configuration of VM interfaces (Port Profiles)

e VM-Level Network Granularity

22) What packaging formats are currently being usedthe industryand which ones does NetQoS
support? How does VMDK compare to OVF?

The most common ones you will hestvout are VMDK (VMware proprietary), OVF (open standard
that can be used in any hypervisor), and VHD (Microsoft propriet&ight now, NetQoS supports
VMDK only OVF will be supported in the future when NetQoS moves to a Linux based operating
system 6r our virtual collector.

VMDK is a file format that only encodes a single virtual disk from a virtual machine. A VMDK does
not contain information about the virtual hardware of a machine, such as the CPU, memory, disk,
and network information. A virtuahachine may include multiple virtual disks or VMDKSs. An
administrator who wishes to deploy a virtual disk must then configure all of this information, often
manually, using incomplete documentation.

The OVF format, on the other hand, provides a complpeeiication of the virtual machine. This
includes the full list of required virtual disks plus the required virtual hardware configuration,
including CPU, memory, networking, and storage. An administrator can quickly provision this virtual
machine into vitual infrastructure with little or no manual intervention. In addition, the OVF is a
standardsbased, portable format that allows the user to package and distribute virtual machine in
any hypervisor that supports OVF.



